Ngan hang TMCP Buwu Dién LiénViét
Toa nha Capital Tower 109 Tran Hung Pao, Q.Hoan Kiém, TP.Ha Ngi

LienVietPostBank

NGAN HANG BUU DIEN LIEN VIET

TAI LIEU HUONG DAN MERCHANT
TICH HOP CONG THANH TOAN VI VIET
(viPay)

VERSION 1.0

Ha Ngi, thang 05 niim 2016



TRANG KY

Ngueoi lap: Lé Thi Nga
Tester
Nguroi phé duyét: Pham Quang D¢

Trwéng phong

Céng ty doi tac

Ngay .../.../2016

Ngay .../.../2016

Ngay ... /.../2016

Ngay .../.../2016




BANG GHI NHAN THAY POI TAI LIEU

Ngythay | v/ ithayddi | Lydo | Ngudngée | TN PN s b thay adi | T Iien ban
doi cli mai
07/2016 Tao mai tai liéu 1.0
Muc luc
PHAN 1: TONG QUAN HE THONG........c.oioieieietceeeeeee e 4
Lo UG GHCR BT LU tvvvveveeeeeeeee ettt e et s s es et e s eeeee et es s eee e s er e 4
2. DL TIONG ST OUNG w.v.veveeeeeeeeeeee ettt s et st es s en et ee st n st en et en s 4
N IV LU =T o o U oSSR 4
A, TRUAL NG VA VIBEEAL ..ottt 4
5. MO NINN TUONG O TEU......cvoeeeceeeeeee ettt 5
PHAN 2: DU LIEU TRUYEN NHAN L...cocooiiiiiieiicececeee e 7
1. Dit liéu truyén sang cong thanh t0AN VIPAY ...........c.ccoeveeeeveeveeveseiesieeeeeeeeeeeesesssesses s 7
2. Dir liéu cong thanh toan ViPay tra V& (FetUrN_UF) .........oooeveeveeeeeeeeceeeeeeeeeeeeee e 9
3. Cach tao secure_hash va Kiém tra toan Ven At lBU ...........ocoveeeveeeeeeeeeeeeeeeeeeeeeee e 11
4. Danh S4Ch MA 107 FESPONSE_COUE .......ecveveeevreceesieesieseeeiesstes s tesesee st see e s e senenens 11
PHAN 3: TRIEN KHAT TICH HOP......ooioieceeeeeeeeeeeeeeeeeee et 13
1. Dir liéu trén moi truong test (SANADOX) .....coviiiiiiiiiiiiie e 13
N T oI o R (=T 13
3. Nghiém thu va dua vao hoat dONQ .........ccceeiiiiiiiiecec e 13




PHAN 1: TONG QUAN HE THONG

1. Muc dich tai liéu

Tai liéu nay mo ta két ndi thanh toan va céch thic tich hop Website hoac tng dung thwong mai

dién tir voi cong thanh toan Vi Viét.

2. Déi twong sir dung

Tai liéu nay danh cho can bo ky thuat, I1ap trinh vién phu trach phat trién website, tich hop giai

phép thanh toén truc tuyén cho Website hoic tng dung Thuong mai dién ti.

3. Tailiéu lién quan

- Thong tin tai khoan Merchant dugc Vi Viét gui qua email

- Kich ban kiém tra két qua tich hop thanh toan

- Source code mau

4. Thuat ngir va viét tat

STT Thuat ngir Mo ta
1 | viPay Cong thanh toan truc tuyén Vi Viét
2 LPB LienVietPostBank — Ngan hang Buu Dién Lién Viét
3 | Merchant/DVCNT | Pon vi chap nhan thanh toan truc tuyén
T

4 Merchant site

Website/Mobile Applicationcia Pon vi chap nhan thanh toan truc

tuyén
5 URL Uniform Resource Locator, Puong dan lién két website
6 |OTP One Time Password: Mat khau sir dung mat lan trong khoang thoi
gian nhat dinh do Vi Viét cung cip dé xac nhan giao dich thanh toan
7 SSL Secure Socket Layer: Giao thirc m4 hoa va bao mat thong tin truyén

qua mang internet




5. M0 hinh ludng dix liéu

. Céng thanh toan Vi Vi Viét/LiénViét

Ngw&i mua
hang online

O

Redirect sang viPay URL
1. Lwa chon hang 2. Nhap théng tin tai
héa, dat mua tai khoan va xéc thwc
website/mobile app Théng tin don hang va checksum thong tin thanh toan

<>

3. Xac nhan
ddng y thanh
toan va gwvi yéu
ciu xac thug,

Y 4. Xac thwe tai
khoan va kiém tra
tinh hop Ié cua giao
dich

Redirect cancel_url

Tra vé thong tin don hang, trang
thai huy giao dich, checksum

|m—m ey

7. Hién thij két qua
thanh toan cho
ngwoi dung

Redirect return_url 5. Hach toén ghi ng
/ 6. Hién thi két qua | tai khoan nguwoi
- < A A Y
N Tra vé théng tin don hang, trang thanh todn Tﬁiéggéﬁ#
thai thanh toan, checksum

Buoc 1: Pat mua hang hod, dich vu

v Khéch hang truy cap website ciaa DVCNTT dé dat mua hang hda, dich vu

v DVCNTTnhan don hang dién tir cua khach hang va gii sang cong thanh toan Vi
Viét (viPay) dé tiép tuc thuc hién xt Iy thanh toan. Trong ban tin guri sang phai c6
day du cac dir liéu nhu mé ta trong muc “Dit liéu truyén nhan”

Buoc 2: Nhap thong tin tai khoan va xac thuc thdng tin thanh toan

v' Khéach hang duoc chuyén qua website cong thanh toan Vi Viét (viPay) dé xac
thuc théng tin giao dich thanh toan
v' Ngudi dung cd thé quyét dinh thanh toan hozc hity giao dich
v Lay céc thong tin tai khoan do ngudi mua hang nhap trén cong thanh toan va gui
sang hé théng quan ly tai khoan dé xac thuc
Bwéc 3: Xac thwc dong y thanh toan/Tir chéi giao dich

v' Nguoi dung cd thé quyét dinh thanh toan hozc hay giao dich



v Lay céc thong tin tai khoan do ngudi mua hang nhap trén cong thanh toan va gui
sang hé théng quan ly tai khoan dé xac thuc

Bwéc 4: Xac thwe khach hang va kiém tra tinh hop 1€ giao dich

v Xac thuc tai khoan

v' Kiém tra tinh hop Ié cua tai khoan va giao dich: trang thai tai khoan, han muc giao
dich, sé du kha dung, ...du diéu kién thanh toan

v' Néu giao dich khong du diéu kién thanh toan thi chuyén sang budc 6 dé théng béo
tir chdi giao dich cho khach hang

v' Xéc thuc giao dich bang co ché OTP

v" Néu giao dich du diéu kién thanh toén thi chuyén sang budc hach toan

Buéc 5: Hach toan ghi ng tai khoan ngwai mua, ghi co tai khoan tam thuDVCNTT

v" Hach toan ghi no tai khoan nguoi mua
v" Hach toan ghi c6 tai khoan cia PVCNTT (tam thu hodc chuyén thu)
Bwéc 6: Thong bao két qua trén cong thanh toan va chuyén két qua vé cho PVCNTT

v Hién thi két qua giao dich thanh cdng/that bai trén cong thanh toan viPay
v' Tra vé két qua cho Website/Mobile Application cia DVCNTT
v" Tu dong Redirect sang trang cia PVCNTT
Budéc 7: Website/Mobile Application cia PVCNTT thong béo két qua cho ngwoi ding

v' Nhan két qua tir cong thanh toan viPay, hién thi két qua thanh toan thanh
cong/that bai trén Website/Mobile Application cia PVCNTT

v/ Cung cap hang héa cho ngudi mua néu giao dich thanh toan thanh cong



PHAN 2: DU LIEU TRUYEN NHAN

1. Dirligu truyén sang cong thanh toan viPay
Cong thanh toan viPay sir dung phuong thicc HTTP REDIRECT dé nhan yéu cau tir website,

sau khi khach hang nhan nit thanh toéan sé redirect sang url c6 dinh dang sau:

https://payment.viviet.vn/vi-pay/ecomerse?[chudi tham s6]&secure_hash=D1326...... 6B

v/ Céu tric chudi tham sb ¢6 dang: [tham s 1]=[gia tri 1]&[ tham sb 2]=[ gia tri 2]

v secure_hash 1 chudi duoc ma hoa tir [chudi tham sb] trén, dung dé kiém tra tinh toan ven

cua dir lidu khi truyén sang.

Danh sach tham s gixi 1én céng thanh toan

. . Kiéu
TT Tén tham so | Bat bugc Do dai Mo ta
gia tri
1 | version Co String |3 Hién dang dung 1.0
2 locale Khéng String 2-5 vn hodc en, mac dinh 1a vn
Thong tin merchant-site (Web/Mobile App cia DPVCNTT
) ] ) Merchant site ID cip cho site cua
3 | merchant_site | C6 String 10
merchant
Mi truy cip bi mat cip cho
4 | access_code Co String 10 merchant site, dugc giri vao email
khi merchant dang ki
Dia chi nhan két qua tra vé tir viPay
5 | return_url Co String | 10-200 | dé cap nhat thong tin thanh toan
vao don hang
Dia chi tra vé khi nguoi thanh toan
click vao link Hiiy thanh todn. Néu
A ) dia chi ndy khéng dwoc cung cdp
6 | cancel_url Khéng String | 10-200 ,
thi cong thanh toan sé tra lai qua
dia chi URL mdc dinh duoc
Merchant cung cdp khi ding ky




TT

Tén tham so

Bit budc

Kiéu

gia tri

Po dai

dich vu.

Thong tin giao dich va san

pham

account_type

Khéng

String

2

Mic dinh 1a tai khoan Vi Viét (VV)

merch_txn_ref

Co

String

1-20

Ma giao dich do merchant site sinh
ra, phai 13 duy nhat ddi véi timg

giao dich rng v6i merchant site do

order_no

Co

String

1-20

Ma3 hda don

10

order_desc

Co

String

20-500

Mo ta don hang: Merchant nén dién

tén san pham, so lugng, don gia ...

11

shipping_fee

Number

20

Phi van chuyén, mac dinh la 0.
Cong thanh toan hd trg sb tién 1é
dén 2 chit s6 sau dau phay.
DVCNTT nhan 100 trude khi

truyén sang cong thanh toan viPay

12

tax_fee

Number

20

Thué, mic dinh 13 0. Cong thanh
toan hd trg s tién 1¢& dén 2 chir sb
sau dau phdy. DPVCNTT nhan 100
trude khi truyén sang cong thanh

toan.

13

currency

String

3-5

Mac dinh VND

14

total_amount

Co

Number

20

Tong s6 tien phai thanh toan. Cong
thanh toan hd tro sb tién 1& dén 2
chit s6 sau dau phiy. DPVCNTT
nhan 100 truéc khi truyén sang

cong thanh toan.

15

client_ip

Céo

String

15-20

IP cia may client thyc hién giao

dich.

16

secure_hash

String

64

Chudi bao mat tranh gid mao thong

tin: cach tao mo ta chi tiét bén dudi

17

affilicate_code

String

1-20

Ma dbi tac tham gia chuong trinh




. . Kiéu
TT Tén tham s0 | Bat bufc Do dai Mo ta
gia tri

lién két néu cb

Luu y:

v Gid tri cac tham s vaifont chir tiéng viét ¢ dau va ky tu dat biét khong duoc chap nhan

v' merch_txn_refsé duy nhat mdi lan thanh toan ( c6 thé xay dung ham Iy theo thoi gian
hoc tra vé sb tu ting)

v/ total_amount : s tién thanh toan cta don hang gdm ca phan thap phan, can nhan véi 100
truéc khi goi qua cong thanh toan
VD: Sé tien don hang la 1000000 ( mét triéu dong) thi total_amount = 1000000 * 100 =
100000000. Sé nay sé duroc giir nguyén va tra vé PVCNTT trong message response

2. Dir liéu cong thanh toan viPay tra vé (return_url)

Cong thanh toén tra lai két qua dinh kém céc tham sb vao url duoc gan cho tham sé return_url c6
dinh dang sau:

http(https)://merchant/site/return?[chudi tham s6]&response_code=0&...&secure_hash=D6...6B
[chudi tham s6] c6 dinh dang [tham s6 1]=[gia tri 1]&[ tham s 2]=[ gia tri 2]

Tham s response_code dé xac dinh mot giao dich thanh cong (bang “0”) hay that bai (khac “0”)
Tham s6 secure_hash 1a chudi ma hoa tir [chudi tham sd] trén, tham sé nay dé kiém tra tinh toan

ven cua dit liéu tra vé tir viPay.

Kiém tra toan ven diz liéu:Dé kiém tra tinh toan ven di liéu cia mot giao dich can méa hoa chudi
tham sb vira nhan vé rdi so sanh véi tham sé secure_hash, néu trung khép thi hiéu 1a dir liéu tir
cong thanh toan gui va dit lisu PVCNTT nhén duoc khong bj sai 1éch.

Trang théi giao dich

v' Thanh cdng: Tham sb txn_response_code = “0” va secure_hash trung khép



v Pending: Tham s txn_response_code = “0” va secure_hash tring khép

v Thét bai: Tham sd txn_response_code <> “0”

Danh sach tham sé tra vé tir céng thanh toan

(Chl y: cac tham s boi vang l1a tham sé6 do PVCNTT gui lén cdng thanh toan viPay va cong

thanh toan viPay gui tra lai trong ban tin tra vé)

. . . Po
TT Tham so Bat bugc | Kiéu gia tri o M6 ta
ai
) ) ) Version cua cong thanh toan dang
1 | version Co String 3 ]
ap dung cho merchant
) _ Ngdn ngit hién thi khi thanh toén.
2 | locale Co String 2-5 y y )
en-Tieng Anh, vn- Tiéng Viét
Merchant site ID cap cho site cua
3 | merchant_site | Co String 10 merchant, sé dugc ty dong gui vao
email cia merchant khi dang ki
Ma giao dich do merchant site sinh
merch_txn_re ] ) ..
4 ¢ Co String 1-20 | ra, phdi 1a duy nhat d6i véi tung
giao dich tng v41 merchant site d6
5 | order_no Cé String 1-34 | Ma don hang
6 | account_type | Co String 2 Mac dinh Ia tai khoan Vi Viét (VV)
7 | total_amount | Co Number 20 Tong s6 tién phai thanh toan
8 | currency Co String 3-5 Loai tién té, mic dinh VND
_ ) _ Thoi gian bat dau giao dich & dang
9 | request_time | Co String 20 ]
iso, vi du: 2015-07-06T22:54:50Z
_ M4 giao dich duy nhat duoc sinh ra
transaction_n ) ) ) , )
10 Co String 1-12 | to cong thanh toan, dung dé tra soat
0 .
giao dich vai cong thanh toan
Trang thai giao dich do cong thanh
toan tra vé. Gia tri 1a “0” (zero) cho
response_cod ) . s , s A
11 Co String 1 biét giao dich da xur ly thanh cong.
e .
Tat ca cac gia tri khac la giao dich
that bai
12 | message Co String 1-200 | Message tra vé tir cong thanh toén

10




TT | Thamsé |Batbudc| Kiéu giatri i Mo ta
ai
) Thoi gian hoan thanh giao dich ¢
response_tim ) ) ) )
13 Co String 20 dang iso, vi du: 2013-07-
e
06T22:54:50Z
14 | addition_data | Khong String Thong tin thém
1000
Truong nay cho phép don vi kiém
15 | secure_hash | Cé String 1-200 | tra ban tin tra vé tir cong thanh toén

c6 hop I¢ hay khong.

3. Céch tao secure_hash va kiém tra toan ven dir liéu

v' Tao VerifyString = ghép céac tham s theo thir tuy ABC, phan céch bang dau “[”. Danh

v’ Céch tao chudi bao mat:security hash
VerifyString))

sach tham so chi lay nhiing truong bat bugc trong dir ligu truyen Ién hoae nhan ve.
= HEX(SHA256(security_secret + “” +

Java: tham khao ham getSecureHash(string) trong code mau, class ViVietPayment.java

PHP:
.Net:

4. Danh sach ma I8i response_code

TT response_code Mo ta
1 |0 (s60) Giao dich thanh céng
2 |PAY-0001 Tai khoan nguon khdng ton tai
3 |[PAY-0002 Tai khoan nguon di bi dong
4 |PAY-0003 Tai khoan ngudn da bi khoa do khach hang yéu cau
5 |PAY-0004 Tai khoan nguon di bi khoa bai hé thong
6 |PAY-0005 Tai khoan nguon di bi dong bang
7 |PAY-0006 Tai khoan ngudn dang & trang thai cho duyét
8 |PAY-0007 Tai khoan nguon khong du tién
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TT response_code Mo ta
9 |PAY-0008 Tai khoan nguon khong duoc phép ghi no
10 [PAY-0009 Tai khoan thu huong khdng hop 1€
11 |PAY-0010 Tai khoan ngudn trung tai khoan thu huong
Tai khoan dang nhap da bi dong hodc khéng ton tai. Hé thong
12 |PAY-0011 s& ty dong ding xuét
Tai khoan ding nhap dang & trang thai chd duyét. Hé thong sé
13 |PAY-0012 tu dong ddng xuit
Tai khoan ding nhap da bi khda. Hé thong s& tu dong ding
14 |PAY-0013 XUAt
Khach hang dang & trang thai cho duyét. Hé thong s& tu dong
15 |[PAY-0014 dang xuét
16 |PAY-0015 Khach hang da bi khoa. Hé thong sé ty dong ding xuat
17 |PAY-0016 Hé thong dang tam nging cung cap dich vu
18 [PAY-0017 Dich vu dang dugc nang cap, vui 1ong thi lai sau
19 |PAY-0018 L6i xur ly giao dich
20 |PAY-0019 S6 tién thanh toan vuot qua han muc/giao dich
21 |PAY-0020 Tai khoan da thuc hién vuot qua han mac/ngay
22 |PAY-0021 Tai khoan thuc hién qué s6 1an giao dich/ngay
23 [PAY-0022 S6 tien thyc hién nho hon han muc t6i thicu tai khoan
24 |PAY-0023 S tién chuyén vuot quéa han muc t6i da tai khoan thu huong
25 |PAY-0024 Thoi gian thuc hién giao dich da hét
26 |[PAY-0025 Quy khach nhap sai OTP qua 3 lan
27 [PAY-0026 Giao dich c6 ma <%p> da bi huy hodc khong ton tai
Quy khach da nhap sai mat khau 5 lan, Tai khoan dang nhap bi
28 |PAY-0027 khoa
29 |[PAY-0028 Huy giao dich
TT response_code M0 ta
1 |0 Giao dich thanh toan thanh cbng
2
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PHAN 3: TRIEN KHAI TICH HQP

1. Dir li¢u trén méi treong test (sandbox)

v' Dia chi cong thanh toan méi trudng test:
http://117.4.112.63/vipay/ecommerce

v" Tai khoan DPCNTT (Merchant) moi truong test:
Merchant Site ID:
Access Code:
Security Code:
Account No:

S¢€ duoc gui vao email khi KH dang ky Merchant thanh cong.

2. Kich ban test
- N/A

3. Nghiém thu va dwa vao hoat djng
- N/A
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